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2. Executive Summary

This Training Manual provides a complete, step-by-step guide for MP Online Kiosk Operators and End
Users to successfully navigate the Digital Signature Certificate (DSC) Registration and Issuance System.

The system is built on a two-platform architecture:

MP Online Kiosk — Acts as the authorized citizen service entry point and payment facilitator.
XtraTrust Platform — Acts as the licensed Certifying Authority (CA) responsible for KYC,
identity verification, DSC issuance, and secure download.

* IMPORTANT
KYC Verification (identity review, document validation, and live video review) is performed

exclusively by the Backend Verification Team at XtraTrust. Kiosk operators and end users
are not involved in the verification decision

The entire lifecycle is governed by a unique Application ID generated after successful registration. No
DSC is issued without a verified identity and confirmed payment.

3. System Overview

3.1 Platform Roles & Responsibilities

Area MP Online Kiosk XtraTrust Platform

Service Entry Primary entry point for citizens  Receives redirected sessions

Registration Initiates and redirects Owns full registration process

KYC Verification Not involved Exclusively managed by
XtraTrust Backend Team

Payment Processes all payments via Receives payment confirmation

Payment Gateway only

DSC Issuance Not involved Issues certificate posts all
verifications

Download Tracks application status Enables secure download via
Challenge Code

XtraTrust DigiSign Private Limited
Li ity
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3.2 End-to-End Workflow Summary

# Stage Description Owner

1 DSC Selection User selects certificate type, MP Online Kiosk
class, validity, and KYC method

2 Mobile OTP Verification Mobile number verified via OTP  XtraTrust
before proceeding

3 Registration & KYC Form Personal details, documents XtraTrust
uploaded; eKYC username
created

4 Payment Processing Payment processed via MP MP Online

Online Payment Gateway

5 Application ID Generation Unique Application ID XtraTrust
generated post payment

6 Live Video Recording Applicant records KYC video Applicant /
with unique code XtraTrust

7 KYC Verification (Backend) XtraTrust backend team reviews  XtraTrust Backend
docs & video Team

8 eKYC Login & eSign Applicant logs in and completes ~ Applicant
eSign on forms

9 Set Challenge Code Applicant sets secret code for Applicant
DSC download

10 DSC Download Certificate downloaded to USB  Applicant
crypto token

XtraTrust iSign Private Limited
Li
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4. Step-by-Step User Guide

Step 1: Accessing the DSC Portal (MP Online Kiosk)

The DSC journey begins at the MP Online Kiosk. The kiosk operator logs in using their credentials.

1.1 Kiosk Login

Objective: To securely access the Kiosk Dashboard for performing services.

Open a web browser and navigate to https://mponline.gov.in.

On the homepage, locate and click the Login button at the top-right corner.
Enter the required credentials: Username, Password, and CAPTCHA.
Click Login to proceed to the Kiosk Dashboard.

b=

Expected Outcome: Upon successful login, the user is redirected to the Kiosk Dashboard.

~ | HiReporting System for Chemist X | B Microsoft Outiook Personal Email X | Digital Signature Services (DSS) X - o0 X

& © O httpsy/staging.mponline.gov.in:308 &) = ‘ - W crat

\E DSS
b, © Aanamany

Digital Signature Services (DSS)

XtraTrust is a licensed Certifying Authority (CA) in India that issues Digital Signature Certificates
(DSCs) under the Information Technology Act, 2000. starting from user initiation through MP
Online Kiosk to secure issuance and download via XtraTrust.

Digital Signature Certificate
Document Signer
Directorate General of Foreign Trade (DGFT)

Powered by MPONLINE LIMITED % Served by: MPOnline Limited

W EO B arls @ - ~o G VW ooe (TN

HaQu fuecem
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Figure 1: Home Page of Service

XtraTrust DigiSign Private Limited
Licensed Certif;
CING U72900MP202

CORPORATE OFFICE REGISTERED OFFICE

C -303 & 304, The First, Behind ITC Z-24, Zone-1, Maharana
Narmada Hotel, Vastrapur, Pratap Nagar Bhopal
Ahmedabad, Gujarat — 380015 Madhya Pradesh - 462011
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Digital Signature Se o

XtraTrust is a licensed Certifying Authority (CA) in In{
(DSCs) under the Information Technology Act, 2000. CAPTCHA

Online Kiosk to secure issuance and download via X
Digital Signature Certificate oass rf
Document Signer 0aSsrf
Directorate General of Foreign Trade (DGFT) N

Powered by MPONLINE LIMITED ## Served by: MPOnline Limited
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Figure 2: Kiosk Login Screen

NOTE: The Kiosk ID (for example, K0799990054) is automatically assigned and displayed in the top-
right corner of the dashboard after login.

1.2 Dashboard Navigation

After successful login, the dashboard displays four service tiles:

Tile Purpose

Get Your Digital Signature Initiate a new DSC application for an applicant

Certificate

Ongoing Applications View all pending or in-progress applications with payment
status

View Paid Entries View completed payment transactions and download
receipts

Product Price List View available DSC products and their base prices

XtraTrust DigiSign Private Limited
Licensed Certifying Au
CIN: U72900MP2020PTCO!

CORPORATE OFFICE REGISTERED OFFICE

C -303 & 304, The First, Behind ITC Z-24, Zone-1, Maharana
Narmada Hotel, Vastrapur, Pratap Nagar Bhopal
Ahmedabad, Gujarat — 380015 Madhya Pradesh - 462011
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v | H1Reporting System for Chemist X | @8 Mail - Rahul Rathor - Outiook X | Digital Signature Services (DSS) X =

\Boar.

& C O httpsy//staging.mponline.gov.in:

0799990054

A Home

[+2DSS

Our Services

Secure, trusted & compliant digital solutions

g a

Get Your Digital Signature Certificate Ongoing applications View Paid entries
Click Here to Apply for Digital Signature Certificate Alist of your ongoing applications is here. All your Paid entries are available here.

Product Price List
Available DSC products and their prices

04:12:55 PM
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Figure 3: MP Online Kiosk Dashboard

Step 2: DSC Product Selection (XtraTrust Portal)

On the XtraTrust portal, the applicant selects the DSC configuration before continuing to registration.

2.1 Certificate Configuration

Field Available Options
User Category Indian User | Foreign User
Usage Type Multiple Purpose | Document Signer | DGFT
Class Type Class 3
User Type Individual | Organization
Validity 1 Year |2 Years | 3 Years
Certificate Type Signature | Encryption | Both
KYC Type Online Aadhaar | Offline Aadhaar | PAN

CIN: U72900MP2020PTCO53738
REGISTERED OFFICE

C -303 & 304, The First, Behind ITC Z-24, Zone-1, Maharana
Narmada Hotel, Vastrapur, Pratap Nagar Bhopal
Ahmedabad, Gujarat — 380015 Madhya Pradesh - 462011
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Ciass Type ( class3s A)
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: ( Q 0 Q
Validity esr ((2Yeas) 3vears
o -+
Certificata Typa (signaturs”)  Encryption  Both y Y .
A
xrervee OntneAscase  OfiosAsaaar  ( PAN) /' >
B 1
- /
Cortficate Charges : 2 896
Ne
suppartchorges-0:z0 Price: 1996 IR /
Record Vidoo Resume Application Direct User Tracking Download DSC Request a Call Back
Record KYC Video Hera Complate your pending Trock your DSC stotus here Download your DSC here You matter most to ust leava
application here massaga hero
Readare > ead e > Recdre > eadre > Recd e > @
~ | H1Reporting System for Chemist X | @& Mail- Rahul Rathor - Outlook X | il Join conversation X | i Confirm Payment Page X | Digital Signature Services (DSS) X | - - o %
& G (O https/staging.mponline.gov.in:3085/KioskArea/DashBoard/GetPriceList a g = & - Chom

#A Home K0799990054

—
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Price List

Show 10 v entries

Search:
# Item Name Price (%)
1 XtraTrust Class Iil Personal Encryption Token Procedure 1 year 1000
2 XtraTrust Class Ill Foreign Document Signer Token Procedure 1 year 1000
3 XtraTrust Class Il Organization Signing Token Procedure 1 year 1000
4 XtraTrust Class IIl Organizati yption Token 1 year 1000
5 XtraTrust Class 3 Foreign Signing DSC for 1 year 1000
6 XtraTrust Class 3 Foreign Encryptien DSC for 1 year 1000
7 XwaTrust Class 3 Foreign Combo DSC for 1 year 1000
8 XtraTrust Class Il Document Signer Token Procedure 1 year 1000
9 XtraTrust Class Il Personal Signing Token Procedure 1 year 1100
10 XraTrust Class Il Foreign Document Signer Token Procedure 2 years 1100
Showing 1 to 10 of 44 entries Previous 1 2 3 4 5 Next

Powered by MPONLINE LIMITED & Served by: MPOnline Limited
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Figure 5: Product Price List

XtraTrust DigiSign Private Limited
Licensed Certifyi Auth
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Step 3: Mobile OTP Verification

Before proceeding to registration, the applicant's mobile number must be verified.

1 Enter Mobile Number

Enter CAPTCHA
Click Send OTP
Enter OTP

Click Verity OTP

n A W N

Type the applicants 10-digit registered mobile number

Enter the CAPTCHA code displayed on screen
An OTP is sent to the registered mobile number
Enter the received OTP in the provided field

The system validates the OTP and proceeds to the registration form

OTP is valid for a limited time. Use Resend OTP if it is not received within 60 seconds.

O3
Mralrust
RIS

CORPORATE OFFICE
C 04, The Fi

Figure 6: Mobile OTP Verification Screen
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Step 4: Registration & KYC Form
After OTP verification, the applicant fills in personal and KYC details on the XtraTrust registration form.

4.1 Personal Information

e Full Name (as per PAN/Aadhaar)

e Date of Birth

e Gender

e Pan

e Email Address (Verify with OTP)
e Full Address, City, State, Pin Code.

4.2 KYC Details

e eKYC Username - Create a unique username for future logins (for example, Akshay).
e eKYC PIN - Set a secure PIN (minimum 6 digits).
e Confirm PIN - Re-enter the PIN to confirm.

4.3 Document Upload

Recent passport-size photograph of applicant JPG / PNG
PAN Card Copy Clear copy of applicants PAN Card PDF / JPG

Address Proof Valid address proof (Aadhaar / Utility Bill / PDF / JPG
GST Certificate)

4.4 Order Summary & Payment Method

Review the Order Summary on the right panel showing Certificate Price, Support Charges Nill, Sub-
Total, Tax (18%), and Total Price.

Select Payment Method: Referral Code Pay (Kiosk-based).
Check the consent box: 'T agree to use my information to create a KYC account with XtraTrust.'

Click Proceed to Submit the form.

XtraTrust iSign Private Limited
Li ty
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Figure 7: Registration and Application Submission Form

Session Time: 14m 5ds e

Bogining  Involl forKYC  Moke Payment  Record Vicso  Venicotion  Complated

PAN Based DSC Process.

Payment of 2 1175.28 for XtraTrust Class Iil Personal Signing Token 2years

Application ID: 20031368

in order to process your Application, Video Verification is required

Video Process : ing

3 Continue for Video Recording ISl § Send KYC Video Recording Link

Figure 8: Registration Submission Confirmation

Note: The user can continue for Video recording or Send KYC Video recording link to Email

st DigiSign Private Limited

ertifying Auth ¥V

REGISTERED OFFICE
24, 1, Mahar
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Dear AKSHAY KUMAR MARTAND,

Thank you for requesting your Digital Signature Certificate {DSC) from XtraTrust. Your application

details are as below:-

« Application ID : 20031312
= Applicant Name : AKSHAY KUMAR MARTAND
« Type of Certificate : Class 3 Encryption

As a part of your physical verification for processing your request for DSC, please go to any one of
the following URL as per the device you are using and record your 22 second live video as per the

instructions given on that screen:-

» Video Recording Link : [eils 1503

. Downloadil’honeApp:
« Download Android App : JeTeRIIZ

For your current application status, el

XtraTrust DigiSign Pvt. Ltd.
indio ®1 3T Certifying Authority

XT Samadhan Number — 77790 31928

Figure 9: KYC video link email resume

# AboutUs v ChannelPartner ~ Repository ~  Support ~  Praduct ~  CantactUs ) Login
HMralrust
fRust UPBATED

XTRATIPS:
— (®) indian User () Foreign User
igital Signature i applieation status and complete pending applicant actions of KYC Lo
enroliment (it any) Enter Mobie Mo
[Emall -> Enter - click submit.
‘Captcha 807598 T

Figure 10: Application resume

© casnoard

Appicorion Detois

wann Name prm—r— ] Contuploy o

XtraTrust DigiSign Private Limited

Certifyil Authority
l

REGISTERED OFFICE
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Step S: Live Video Recording (KYC Verification Video)

After successful payment, the applicant must record a live KYC verification video. This is a mandatory
step for PAN-based and Aadhaar OTP-based DSC applications.

Step Action Description

1 Continue for KYC Click Continue for Video Recording

2 Record Your Video Live camera feed opens with the XtraTrust verification script
Screen

3 Read the Script Applicant must read aloud: "I, [Full Name], have applied for Class 3

DSC through XtraTrust CA. My code is [ XXX]."
4 Upload Video Click Upload after recording. Video must be max 60 seconds.
5 Confirmation System shows Video Uploaded Successfully. Please wait!

6.1 Video Recording Tips

e Use Chrome (v91+), Firefox (v89+), Opera (v76+), or MS Edge (v91+).
e Ensure good lighting so the face is clearly visible.

e Speak clearly and audibly.

e Hold the video for the complete duration - do not cut short.

e Use Retake Video if you are not satisfied before uploading.

e Once uploaded, the video cannot be changed.

NraTrust sesson ime-timzs (8

,,,,,,,,,,,, Beginaing  EnvollforKYC Moke Payment Record Vidso  Vedfication  Completed

RECORD YOUR VIDEO

intngish @AW A pvudlii  Mors Language -

1, Akshay Kumar Martand, have applied for Class 3 DSC through
XtraTrust CA. My code is 216.

XtraTips:

. 60 roq X

* Once your upioaded video is approved, it wouki be communicated 1o you via
your registered email ID.

* Click Here for Supported Browsers.

Figure 12: Video Recording Screen

XtraTrust DigiSign Private Limited
Li

E OFFICE
4, The First, Bel o ITC
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Session Time: 12m 145 e

RECORD YOUR VIDEO

nengiish RAA  FAA  pvacdli More Language -

1, Akshay Kumar Martand, have applied for Class 3 DSC through

XtraTrust CA. My code is 216.
XtraTips:
* The v
T

= Moximum of 60 seconds video is required to be recarded.

* Once your uploaded video is opproved, it would be communicated to you vio
your registered email ID,

« Click Here for Supported Browsers.

Figure 13: Video Recording in Progress

o) o v v 1/ monistorroting ¥ Session Time: 9m 44s
AraTrust g vaters iciaror TR o
PAN Based DSC Process
Dear AKSHAY KUMAR MARTAND,
Thank you for your application for Issuance of DSC.
Your application ID is 20031368
Now & vi g will be Pphy: y by our we you via your
registered mobile / email ID.
©Once your Il I plete y gt Afterward, you the

certificate downloading challenge code.

Figure 14: Video Submission Completed

XtraTrust DigiSign Private Limited

Lice

Auth,

REGISTERED OFFICE
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Step 6: KYC Verification - XtraTrust Backend Team

This step is performed internally by the XtraTrust Backend Verification Team. Kiosk Operators and End
Users do not take any action during this stage.

KYC Verification is conducted exclusively by the XtraTrust Backend Team. This includes document
review, video assessment, identity cross-validation, and final approval or rejection. The applicant and
kiosk operator are notified via registered mobile number and email once verification is complete.

Step 7: eKYC Login & eSign Completion

Once the application is approved by the XtraTrust Backend Team, the applicant must log in to the eKYC
portal to complete the eSign process.

7.1 eKYC Login

1 Visit Login Page Go to https://xtratrust.com/login

2 Select Login Method Choose Username, Mobile No., or PAN No.

3 Enter Credentials Enter the eKYC Username and PIN

4 Enter CAPTCHA Enter the CAPTCHA shown on screen

5 Enter OTP Enter OTP received on registered mobile number

6 Click Verify System authenticates and logs in to the eK'YC dashboard

) EKYC LOGIN

eKYC Login
(@ username () Mobile No. () PANNo. *

okshayl855

@=]

Kralrust oo~

TRUST UPDATED 886558 886558

L

Enter OTP *

Activate Account? Forgot Username? Forgot PIN?

Figure 15: Video Submission Completed

Private Limited

CORPORATE OFFICE REGISTERED OFFICE
¢ 04, The First, Behind ITC
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7.2 Completing eSign
After login, the eSign Pending page displays two forms that require digital signing:

U OO SN L o DR T Legal agreement between applicant and XtraTrust CA
establishing DSC usage terms

Formal DSC application with all personal and certificate
details

Click View Subscriber Agreement and View Application Form to review documents.
Click Complete eSign to digitally sign both forms.

System shows eSign Complete confirmation.

& G | O httpsy//uatxtratrust.com/ekyc O %@ - Mo

@ £J Import favorites @oev @Devul [FUat W UstUl [ Prod I otp B Other favorites

o =] «/ esign complete. %
AKSHAY KUMAR MARTAND
NraTrust _ 6

TRUST UPDATED

Esign Pending

Name esign Status View

Subscriber Agreement Form ® View Subscriber Agreement
Application Form ® View Application Form

Complete eSign

Important Notice:
InEnglish  f&dtal

Section 71 of IT Act stipulates that if anyone makes a misrepresentation or suppresses any material fact from the CCA or CA for obtaining any DSC such person shall be punishable with imprisonment up to 2 years or with fine up to one lakh rupees or with
both.

Figure 16: eSign Complete Confirmation

Private Limited
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Step 8: Setting the Challenge Code

The Challenge Code is a mandatory secret password required to download the DSC. It must be set after
eSign completion.

Step Action Description
1 Open eKYC Dashboard | After eSign, navigate to the Dashboard - Set Challenge Code
section appears
2 Click Set Challenge A popup dialog opens for setting the code
Code

3 Enter Challenge Code | Create a secure alphanumeric code (minimum 6 characters)
4 Retype Challenge Code | Re-enter the same code to confirm
5 Select Delivery Method | Choose Email, SMS, or Both to receive the code confirmation
6 Click Save System confirms: Challenge code set successfully
& C | O nips/justatratrusteom/ekyc Ot - o

@0 @0vui DUt WUt Died Wop £ Othesfovortes

o
| Set Challenge

Code

1 0

‘ AKSHAY KUMAR MARTAND

Set Challenge Code T

SNo.  Applicant Name Application id Product Registration Date

1 AKSHAY KUMAR MARTAND 20031368 XtraTrust Class I Personal Signing Token Procedure 2 yeors. 16 April 2026 03:48 PM

* The codeisa required to the DSC. Please set the challenge code.

Figure 17: Set Challenge Code Dashboard

Xtr

Licen

CIN: U
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£ Other fmvorte:

& O | O mips/ustaratrustcom/ekyc
@ [importwortes  @0ev @DwUd MU WMUsd MPod WMo

chaliange code set
successfully.

Set Challenge Code

Challenge Code * @
Retype Challenge Code * @

Share this challenge code on my *
£mail O SMS @ Both

2 o

Figure 18: Challenge Code Popup
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2003008
Tor Digital Signature Certificotes:
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Closs 2 ond Closs 3 Dighol Signoture Cermificotes downiood |s oowed In USS Crypto Tokeneny
DO not close S BIOWIr Of remove e token 1) the carmificate is downlooded
Copteha *
Your Encrypticn and Document Signes Cersficate will be dowmioaded in the browser. you wil find your centiicose in downkcad
bpicha 816374 G

fokder

Browser Version (Crvome-910 447277, Peefon-80.0, Opeta-78.0.5017 177, MS (0ge- 010 884.37) of above

S =3

Customers

Various Types of Digital Signatures and ity Uses
Search Certificate m Y el Siy
Revoae Cortfcate

a0 Signature and Mow it works

[ Abp Store e
Sefovenue oma » DSC Ertropronewr

Loy Frcrow

Figure 19: Payment pending alert

XtraTrust DigiSign Private Limited
d Certifying A r
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Step 9: DSC Download

The final step is downloading the Digital Signature Certificate to a USB Crypto Token.

9.1 Download Steps

1 Visit Download Page  Go to https://xtratrust.com/download-certificate

2 Enter Application ID  Enter the Application ID (for example, 20031368)

3 Enter Challenge Code  Enter the Challenge Code set in Step 6

4 Enter CAPTCHA Enter the CAPTCHA shown on screen

5 Click Submit System validates and shows applicant details

6 Click Proceed to System checks token insertion and initiates download
Download DSC

7 Acknowledge Receipt  Tick the acknowledgement checkbox for DSC receipt

AMraTrust

XTRATIS

For Dgitet Bagrstire Conticotes.

a16274 U
P3upin oxinkation Jteps

XtraTrust D gn Private Limited
Li

PTCO
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Aralrust

#  AboutUs Channal Partnee Reposiory Support Product Contact Us Login

AKSHAY KUMAR MARTAND

Application i Class Type User Type validity Centificate Type Action

20031368 Class 3 Indinouct 2 years signature [EIST——

Follow us Customers

» Search Cartificate Various Types of Digital Signatures and Its Uses

» Rwvoke Certificats
- a Digital Signature and How it works
. " - . > Re-(ssuance ,
App Store
+ Grievance
Why you should became s OSC Entrapreneus

» Koy Wncrow iy

Read Moee »

Terms & Conditions  Privacy Pollcy  Disclaimer  ReportDSCMisuse  Stemap  Orievance

Figure 22:

3 ustxtratnust.con
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# AboutUs Channel Partner Repository Suppart Product Contact Us &) Login

» Download Contificate

Download Certificate

AL AKSHAY KUMAR MARTAND
DOWNLOAD CERTIFICATE

Please Note: XtraTrust Root CA 2022 is compatible with all Major websites click here for details
/ cn2022
~/ Dawnlood Into Your Token | Download Info Your Local System

Step1: Plsase set new possword for download PFX file inta your taken.

New Password * @ Conlirm Passward * @

1 acknowledge the receipt of DSC for Class 3 certificate of Encryption for 2 Years for Organization From XtraTrust CA

1 Agree

Figure 23: Challenge code

XtraTrust DigiSign Private Limited
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d "Cegid Peoplenet Ci

Figure 24: Extension

£ 5}
A AU Channel Partner Repository Suppert Prodest ~  ContactUs i Login
Aralrust
Download Certificate
DOWNLOAD CIRTWICATE

2 COURAV LAXHEY

Phecse Note: Yirafrust Rook CA 2022 I compaitie with o Major wetssites click here

/ cann

1 ockrowledge the ro of DSC foe Closs 3 ce

ficata of Signature for 2 Years for Organization From XtraTrust CA

1 Agreo

Oowniood Cantitcats nto your token

Follow us Customaers

Various Types of Digial Signatures and s Unes

f ® o ™ Search Certificate

Revoke Certificate

| App Store o

) Orievance

Koy Evcrow

Termad Condilons  Privacy Pelicy  Disclaimer  RepertDSCMisuse  Sitemap  Orevance

Figure 25: Proceed to Download DSC
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e Insert a USB Crypto Token into the computer.

e Ensure the XtraTrust browser plugin is installed (Chrome v91+, Firefox v89+, Opera v76+, MS Edge
vol+).

e Do not close the browser or remove the token until the download is complete.

Xralrus!

# AboutUs v ChannelPartner v Repository v  Support v  Product ~  ContactUs & Login v

Download Certificate e > Downlood Certificate

L GOURAV LAKHEY

DOWNLOAD CERTIFICATE

Please Note: XtraTrust Root CA 2022 is compatible with all Major websites click here for details.

/ can

Follow Instruction:

1. Download & Install plugin m

2. Click to Add To Chrome Button

3.Then Install downloaded exe file.

4.After that press ctri+15 or RELTEERESETN and click to Download Certificate into your token button.

1 acknowledge the receipt of DSC for Class 3 certificate of Signature for 2 Years for Organization From XtraTrust CA
Ol Agree

Download Certificate into your token

Follow us Customers

ital Signatures and Its Uses
Search Cortificate jgnatures and Its U

f@@Qin
> Revoke Certificate

» Re-issuance

Figure 26: Pre-Download

XtraTrust DigiSign Private Limited
Licensed Cer g Authority
CIN: U72900M Tcos

CORPORATE OFFICE REGISTERED OFFICE
C -303 & 304, The First, Behind ITC Z-24, Zone-1, Maharana
Narmada Hotel, Vastrapur, Pratap Nagar Bhopal
Ahmedabad, Gujarat — 380015 Madhya Pradesh - 46201




PE
KtraTrust

TRUST UPDATED

24|Page

AraTrust

Download Certificate

DOWNLOAD CERTIFICATE JL AKSHAY KUMAR MARTAND

1 acknowledge the receipt of DSC for Ckiss 3 certificate of Signature for 2 Years for Individual From XtraTrust CA

sy | @ AppStore

Figure 27: Download Confirmation Message

NOTE: Class 2 and Class 3 DSCs download only to a USB Crypto Token. Encryption and
Document Signer certificates download to the browser download folder

5. Managing Ongoing Applications
The Kiosk Operator can track and manage all in-progress applications from the MP Online Dashboard.

5.1 Ongoing Applications Screen

Navigate to: Dashboard — Ongoing Applications

Column Description Action

Kiosk ID Identifier of the kiosk that submitted the application —
Application ID Unique ID assigned to each DSC application —
Applicant Name | Name of the DSC applicant —

Certificate Type and duration of DSC applied for —
Payment Status | Unpaid / Paid status of the application Pay Now
Application Current lifecycle stage of the application Pay Now /
Status View

XtraTrust DigiSign Private Limited
Lice ed Certifyi Auth

CIN: U72900MP20 2!

CORPORATE OFFICE REGISTERED OFFICE
C -303 & 304, The First, Behind ITC Z-24, Zone-1, Maharana
Narmada Hotel, Vas ur, Pratap N - Bhopal
Ahmedabad, Gujal 3 Madhya Prac 462011
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5.2 Application Status Definitions

Application registered, payment not yet MP Online

made

Payment done, KYC video not yet Applicant
uploaded

Video uploaded, under review by XtraTrust Backend
XtraTrust Backend Team

Verified and approved, eSign done, Applicant
awaiting download

DSC successfully downloaded to USB XtraTrust

token
~ | HiReporting System for Chemist X | @& Mail - Rahul Rathor - Outlook X | Digital Signature Services 0S5) X | - o X
& C O hitpsy/staging.mponline.gov.in:3085/KioskArea/DashBoard/OnGoingApplications A G ‘ e M crat
K0799990054 ~ &
]
Ongoing Applications
8 Get Latest Application Status Updates
Show 10 v entries Search:
Application Payment
Kiosk ID D Applicant Name Certificate Date Status Application Status Action
XtraTrust Class Il Organization Encryption 10/4/2026, Pay
K0799990054 20022224 AVINASH MOURYA DSC for 2 years 12:31:19 pm m Payment Pending JlIG] No
AKSHAY KUMAR 9/4/2026, Pay
K0799990054 20031327 AAREAND XtraTrust Class 3 DGFT DSC for 1 year 1212:02 pm [ Unpaid ] 5] Noir
XtraTrust Class 3 Foreign Signing DSC for2  8/4/2026, 3:27:44 Pay
K0799990054 20031324 AKSHAY s o [ Unpaid | a8 N
XtraTrust Class Il Foreign Organization 7/4/2026, 2:51:47 Pay
K0799990054 20031316 AKSHAY MARTAND  gionin ot en Procedure 3 year e [ Unpaid | a il
AKSHAY KUMAR XtraTrust Class Ill Personal Encryption 6/4/2026, 4:34:57 Pay
KDZ83930058 2051312 MARTAND Token Procedure for 3 years pm D @@ e Now
K0799990054 20031310 AVINASH MOURYA ;(;r:gruslCIassSForelgnS|gn|ng DSC for 2 :]/_:/2026,1:14:49 m 2 :;y"
XtraTrust Class Ill Personal Signing & 2/4/2026, 3:48:56 Pay
K0799990054 20031275 GOURAVLAKHEY £ iion Token Procedure 2 years = [ Unpaid ] <] o
EL = + o I} ENG 041409 PM
HQu viLeBENEHO Ao arS D ~ oG W oae ThNe

Figure 28: Ongoing Applications Screen
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6. View Paid Entries & Payment Receipts

6.1 Viewing Paid Applications
Navigate to: Dashboard — View Paid Entries

This section displays all applications where payment has been completed, including Transaction ID,
Payment Date, Amount Paid, and XtraTrust confirmation status.

6.2 Downloading Payment Receipt

1 Open View Paid Entries Click View Paid Entries tile on the Dashboard

2 Locate the Application Search by Applicant Name or Application ID
3 Click Print Click the Print button to open the receipt view
4 Download PDF Click Download PDF to save the payment receipt

6.3 Payment Receipt Contents

e Application ID

e Applicant Name

e Certificate Name

e Kiosk ID

e Transaction ID

e Payment Date & Time

e Base Amount & Portal Charges
e Total Amount Paid

e Payment Status

e Application Status

NOTE: A Retry button appears for payments where XtraTrust confirmation is still Pending. Use this to re-
trigger the payment confirmation if the application is stuck.

XtraTrust DigiSign Private Limited
Li

E OFFICE
4, The First, Bel o ITC
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7. Product Price List

Navigate to: Dashboard — Product Price List

The price list contains 44 XtraTrust DSC products. Sample prices are as follows:

# Product Name Price (%)

1 XtraTrust Class III Personal Encryption Token Procedure 1 year 1,000
2 XtraTrust Class III Foreign Document Signer Token Procedure 1 year 1,000
3 XtraTrust Class III Organization Signing Token Procedure 1 year 1,000
4 XtraTrust Class 3 Foreign Signing DSC for 1 year 1,000
5 XtraTrust Class IIT Personal Signing Token Procedure 1 year 1,100
6 XtraTrust Class III Foreign Document Signer Token Procedure 2 years 1,100
7 44 Products Total - Visit Price List for complete listing —

NOTE: Prices shown are base prices. Portal Charges and 18% GST are added at the time of payment.
Final invoice amount will differ from the base price.

~ | HiReporting System for Chemist X | @ Mail- Rahul Rathor - Outlook X | gl Join conversation X | G Confirm Payment Page X | | Digital Signature Services (DS5) X | - = o X
skArea/DashBoard/GetPriceList Q A & o W chat

— 9
[=3D55

& O & httpsy/staging.mponline.gov.in:3:

Price List
Show 10 ~ entries Search:
# v Item Name Price (7)
1 XtraTrust Class IIl Personal Encryption Token Procedure 1 year 1000
2 XtraTrust Class Ill Foreign Document Signer Token Procedure 1 year 1000
3 XtraTrust Class lll Organization Signing Token Procedure 1 year 1000
4 XtraTrust Class Il O yption Token 1 year 1000
5 XtraTrust Class 3 Foreign Signing DSC for 1 year 1000
6 XtraTrust Class 3 Foreign Encryption DSC for 1 year 1000
7 XtraTrust Class 3 Foreign Combo DSC for 1 year 1000
8 XtraTrust Class Il Document Signer Token Procedure 1 year 1000
9 XtraTrust Class IIl Personal Signing Token Procedure 1 year 1100
10 XtraTrust Class Il Foreign Document Signer Token Procedure 2 years 1100
Showing 1to 10 of 44 entries Previous 1 2 3 4 5 Next

Powered by MPONLINE LIMITED # Served by: MPOnline Limited

Bou P LB EXNEO I NEOCAT DSBS @ - oG9 Qae WM.
Figure 29: Product Price List Screen
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8. Troubleshooting & FAQs

8.1 Common Issues & Resolutions

Issue Possible Cause Resolution

OTP not received Mobile number incorrect or Verify number, click Resend OTP
network issue

PAN validation Name mismatch between PAN Correct the name to match PAN records

failed and form

Video rejected Script not read correctly, poor Re-record with proper script and lighting
lighting, or wrong code

Payment showing Payment gateway delay or Use Retry option in Paid Entries screen

Pending network interruption

DSC not Crypto token not inserted or Insert token, install plugin, and retry

downloading plugin not installed download

Challenge Code Code not noted after setting Contact XtraTrust support for assistance

forgotten

eSign not completing Forms not reviewed before View both forms, then click Complete
signing eSign

8.2 Frequently Asked Questions
Q1: Who verifies my KYC documents and video?

A: KYC verification is performed exclusively by the XtraTrust Backend Verification Team. Neither the
Kiosk Operator nor any automated system makes the final verification decision. You will be notified via
your registered mobile number and email once verification is complete.

Q2: Can payment be made before registration?

A: No. Payment can only be initiated after successful registration on XtraTrust and generation of a unique
Application ID. The system does not permit payment-first flows.

Q3: What is an Application ID?

A: Application ID is a unique identifier generated by XtraTrust after successful registration. It links your
identity, payment, and DSC issuance together for complete traceability throughout the lifecycle.

Q4: How long does KYC verification take?

A: KYC verification is conducted by the XtraTrust Backend Team. Timeline depends on document
quality and video clarity. You will be notified once the review is complete.

QS: Can I use any USB token to download the DSC?

A: No. Only FIPS 140-1/2 Level 2 compliant cryptographic tokens are supported for Class 2 and Class 3
DSC download.

XtraTrust ign Private Limited
i 4 rtif i
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9. Glossary of Terms
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Term Definition

Application ID

CA (Certifying Authority)

Challenge Code
CCA

DSC (Digital Signature Certificate)

eKYC

eSign

FIPS 140-1/2 Level 2

KYC Verification (Backend)

Kiosk ID
MP Online

PAN

RA (Registration Authority)

Referral Code

TLS 1.2

XtraTrust

XtraTrust ign Private Limited
Li

REGISTERED OFFICE
a

Unique identifier generated by XtraTrust after
successful DSC registration, used to track the
entire lifecycle.

Licensed authority (XtraTrust DigiSign Pvt. Ltd.)
that issues Digital Signature Certificates under the
IT Act 2000.

A secret password set by the applicant, required to
download the DSC from XtraTrust.

Controller of Certifying Authorities — regulates
and oversees all CAs in India under the IT Act.

A cryptographic instrument used to verify identity
in digital transactions, legally binding under the IT
Act 2000.

Electronic Know Your Customer — the process of
verifying an applicant's identity digitally using
Aadhaar, PAN, or biometrics.

An online electronic signature service enabling
digital signing of documents using eKYC
authentication.

A US federal standard for cryptographic modules;
Level 2 compliant USB tokens are required for
DSC storage.

The process by which the XtraTrust Backend
Team reviews submitted documents and KYC
video to approve or reject the application.

Unique identifier assigned to each MP Online
Kiosk operator (e.g., K0799990054).
Government-approved citizen service platform
and payment facilitator for DSC applications.
Permanent Account Number — a government-
issued identity document used as a KYC
mechanism in DSC registration.

Entity engaged by XtraTrust CA to collect DSC
application forms and facilitate verification.
Kiosk-specific authorization code used during
DSC registration on XtraTrust to link the
application to the originating kiosk.

Transport Layer Security protocol version 1.2 —
used for encrypted communication between MP
Online and XtraTrust.

The Certifying Authority (CA) platform operated
by XtraTrust DigiSign Pvt. Ltd. responsible for
DSC issuance and lifecycle management.




